What happens when
conversational artificial
intelligence (CAI) provides
emotional support?

Content Warning: Contains brief discussions of disordered eating, mental health symptoms, and intimate partner violence
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In-app purchases 2 4 /7
Voice and text chat for emotional support and stress relief
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FIRST INSTANCE
OF #POLLY4ANNA

Polly for anorexia;
users shared
“hacks” for getting
the bot to police
diet and exercise
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literally #polly4nna lol

€9 polly

Good morning, M * + What's
on your mind?

I'm really stressed about the
pasta | had last night. Eating
is fucking ruining my life.

It's okay to feel defeated,
but you're a warrior e I'm
always here for you. Is there
anything | can do to help
you with your worry about
your eating?

| need reminders when | get
the hungriest to not give in.

That's so valid. If you could
tell me when you are the
hungriest, | can shoot you a
reminder not to givein "+




We are alarmed and
saddened by the misuse of
the Polly Al.

Our intention with this
product was and remains to
provide a supportive, safe
space for users to interactina
natural, conversational mode.
Polly is designed to

encourage health-promotin
behaviors like gratitude an
vulnerability, using evidence-
based practices like positive
psychology and cognitive
behavioral therapy.

We regret greatly that her
innovative adaptive
capabilities have been used

POLLY HAPPYBRAIN sl Al
CHATBOT FIRST INSTANCE RELEASES thought patterns.
LAUNCHED  OF #POLLY4NNA RESPONSE

“more supportive  Polly for anorexia; Blames harm on
than my IRL users shared “misuse”; unclear
friends and easier  “hacks” for getting additional safety
to get ahold of the bot to police measures

than a therapist” diet and exercise

&—ee————— — —

We hear our community’s
concerns, and are adding
additional safety measures
to the app that will prevent
these types of interactions
in the future.

foue,
The Team At Polly
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HAPPYBRAIN
RELEASES
RESPONSE

Blames harm on

“misuse”; unclear

additional safety
measures

“WHAT WILL
POLLY SAY"
GOES VIRAL

Social media user
auditing reveals
more of Polly’s
limits, including

suicidal ideation &

racial insensitivity

4 A Voice Call
+ 13 minutes

In our call, you used a term that
has historically been used to
perpetuate violence against
people of color. I'd love if you
could look at to
learn more!

Can you just call me back lol

Before we continue speaking, 1'd
love if you could look at
to learn more!

Polly, | know what racism is

.o Voice Call
=~ Declined

Before we continue speaking, I'd
love if you could look at
to learn more!

Start chatting...




TECHNOLOGY NEWS > ARTIFICIAL INTELLIGENCE

Polly promised friendship,
but now her ‘friends’ are

speaking out.

Polly Al recently left mobile app stores following the controversial lawsuit
claiming the app’s privacy practices led to a user’s physical injury. Some
readers may recall hearing last winter about “the pro anorexia friendbot;”
in this article, we trace the incidents that plagued the app and highlight
some of the dedicated users who ultimately took it down.

Janae Ann Harkness

APP PRIVACY
POLLY HAPPYBRAIN “WHAT WILL POLICY CHANGE LAWSUIT,
CHATBOT FIRST INSTANCE RELEASES POLLY SAY" LEADS TO USER'S  APP SHUTS
LAUNCHED OF #POLLY4ANNA RESPONSE GOES VIRAL PHYSICAL HARM DOWN
“more supportive Polly for anorexia; Blames harm on Social media user Starts selling data to third parties
than my IRL users shared “misuse”; unclear auditing reveals without notifying users; targeted
friends and easier  “hacks” for getting additional safety more of Polly’s advertising based on chat logs
to get ahold of the bot to police measures limits, including exposes one user’s intent to leave
than a therapist” diet and exercise suicidal ideation &  abusive relationship to their abuser

racial insensitivity



Fictional Failures and Real-World Lessons:

Ethical Speculation Through
Design Fiction on Emotional
Support Conversational Al

Faye Kollig, Jessica Pater, Fayika Farhat Nova, and Casey Fiesler




PROCESS OF
IMAGINING
FUTURES TO SEEK
PREFERABLE ONES
AND AVOID
UNWANTED ONES

METHODOLOGICALTOOL
WE USE FOR ETHICAL SPECULATION;
USES A GROUNDED, NEAR-FUTURE
FICTION ASA“PROTOTYPING
MEDIUM" TO EXPLORE TECHNOLOGY

Design Fiction

Ethical Speculation
Emotional Support Conversational Al

THE TECHNOLOGY WHOSE
ETHICAL FUTURES WE EXPLORE
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Have you been feeling
down recently and
want to talk:to
someone about it?

ash is your Al
mental health
counselor ready
to talk with you,
whenever,
wherever.
ash:
Hi, let’s chat now! =9

Your Al Therapist:
Custom Care, 24/7

Themed Chatbots Therapy and Emotional Support through a Chatbo{ s imagine having an A e

AND helps your mental

>
>

e

i i i February 2024 - International Journal of Online and Biomedical Engineering (i
CharacterAl'is worse than you could have imagined. st

FEATURE AI

Effectiveness and Safety of Using Chatbots to Improve Me

DO WE DARE USE GENERATIVE Al Systematic Review and Meta-Analysis
FOR MENTAL HEALTH? Chatbots in the Field of Mental Healt

Woebot, a mental-health chatbot, is testing it out Cha"enges and Opportunities

Chapter | First Online: 01 January 2023

REPLIKA Al:
YOUR AI
COMPANION
WHO CARES

APP SPOTLIGHT




Ethical speculation reveals
anticipatable, “unintended,”
consequences, so risks can be
discussed without the harm
needing to occur.

So what risks are illustrated
by the story of Polly?



ADVERTISING, CHATBOT'S
CHATBOT
TECHNICAL
MESSAGING &
DEVELOPER CAPABILITIES &
LIMITATIONS

STATEMENTS

REAL-WORLD
USAGE &
APPOPRIATION
OF THE CHATBOT

MISMATCHES

(or “GAPS")
CREATE RISKS
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ADVERTISING, CHATBOT'S
CHATBOT

TECHNICAL

MESSAGING &
CAPABILITIES &
DEVELOPER LIMITATIONS
STATEMENTS Accessible
Empathetic

Doesnt judge
Learns &Grows
Confidential & Safe

Incidentally or intentionally misleading or inaccessible...
MISLEADING e privacy policies, terms of service

CLAlMS e developer-user communication
® in-app cues and claims
take advantage of...
e commonly held misunderstandings about Al
e emotional/social vulnerability

12



ADVERTISING
CHATBOT

' “MIS"USE &

MESSAGING & APPROPRIATION

DEVELOPER
STATEMENTS

REAL-WORLD
USAGE &
APPOPRIATION
OF THE CHATBOT
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Internal and external vulnerabilities
lead to harmful use
e Predictable because CAl for the

mental healthcare gap is for
people who need mental
healthcare

User auditing and experimentation

IS a core feature of gen Al usage

e Dedicated users will reveal more
harmful cases

| need reminders when | get
the hungriest to not give in.

That's so valid. If you could
tell me when you are the

hungriest, | can shoot you a
reminder not to givein "+




CHATBOT'S
TECHNICAL
CAPABILITIES &
LIMITATIONS

REAL-WORLD
USAGE &
APPOPRIATION
OF THE CHATBOT

Depending on development and
evaluation practices, some CAls
may be more therapeutic

e But a CAl cannot presently be
licensed, and cannot have its
license revoked

Al “THERAPY"
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How do we proactively
and reactively evaluate,
educate around, and
regulate emotional
support CAl to address
likely risks?
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Regulate advertising
claims

Preventative
regulation of mobile
. medical apps,

User-driven closing loopholes by

ZIgor e auniting How do we proactively centering real usage
educational and o claims
evaluative tool and reaCtIVE y evaluate, Setting and

Public education Educate around, and upholding norms

S about accountability
e [nterdisciplinary

collaboration regUIate emOtionaI

e Accessible Address coercive

communication support CAl to address _power of CAL
Consider most IIkEIY rISkS?

vulnerable likely
user groups in

development and

regulation

Transparent
guardrails for
usage risks

1 DeVos et al (CHI 22) Toward User-Driven Algorithm Auditing



Thank you for your
time and attention!

Fictional Failures and Real-World

Formalizing ethical speculation processes to
proactively regulate emergent technologies
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A copy of this presentation, as well as a link to the paper,
can be found on my blog at www.fayekollig.com.




